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4. TECHNICAL PROCEDURE FOR F-SAN DATA STORAGE

4.1. Purpose
4.1.1. The purpose of this procedure is to establish guidelines for the temporary storage of 

forensic images, derivative evidence, or processed data extracted from submitted 
evidence and copied onto the Digital Forensic Lab server, or F-SAN.   

4.1.2. This internal network is not accessible or connected to the HFSC network.  The DFL server 
is only accessible to employees of the DFL.  This separation is because the DFL handles 
sensitive information and exports content that may contain child pornography, adult 
pornography, financial records, files that may be contaminated with computer viruses, etc.    
Limiting access to these files by physical separation of networks is best practice.  
Introducing contaminated or contraband files on the HFSC server would place the 
production HFSC server at-risk of infection.   

4.2. Scope
4.2.1. This procedure delineates the steps necessary for the Digital Forensic Laboratory 

employees to store forensics images, derivative evidence, and/or processed data onto the 
DFL Server.   All case related data copied to the F-SAN shall be stored using a uniquely 
identified folder naming system.  The naming convention utilized should generally be the 
LIMS forensic case number, but in some instances may be the agency case number.   For 
example, “2015-12345”, or “00345815”.   Subfolders may then be created within the main 
folder to store categorized data as desired.   

4.2.2. A copy of extracted derivative evidence exported onto DVD for the customer should be 
temporarily stored on the F-SAN for review purposes only and deleted from the server 
once the review process is complete.

4.2.3. There are several instances where derivative evidence may not be stored on the F-SAN:
 Data extraction was not possible for the submitted evidence (password locked, 

damaged, etc).
 Technical difficulties with the network or physical failure of the F-SAN.
 Size of the data may make storage impractical for a specific examination.  

4.2.4. The lab supervisor will make decisions on what content is stored and for what duration 
depending upon these factors.  

4.2.5. Copies of forensic images, derivative evidence, or processed data may be stored as 
reference material for purposes described; however there are no requirements for archival 
or long-term storage on the F-SAN.  The original evidence is retained by the customer.  The 
LIMS report and/or a copy of the derivative evidence provided to the customer is the 
official record for the case.
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4.3. Equipment
4.3.1. Forensic Computer
4.3.2. DFL networked F-SAN

4.4. Procedure
4.4.1. At the beginning of an examination, a case folder is created on the local forensic 

examination machine that will contain all extracted evidence files associated with this 
case. This data is stored in folders using the unique case numbering associated with the 
exam request.

4.4.2. Derived evidence, exported to external media will have an assigned Item # in LIMS and 
will be properly sealed, labeled, and returned to the customer.  A file copy of the exported 
data containing the exported exhibit items and/or forensic software record should be 
copied to the F-SAN for review purposes using uniquely identifying naming conventions.  

4.4.3. After successful upload of the derivative evidence to the F-SAN from the local forensic 
machine, the local copy can then be deleted from local storage.

4.4.4. Upon successful completion of the required reviews, the copy may be deleted from the F-
SAN.  The original media provided to the customer is considered the official record.     

4.4.5. Where appropriate, the evidence returned to the customer shall be labeled to reflect the 
following: “Warning:  This data is provided for evidentiary purposes only and may contain 
child pornography. Personal possession of child pornography for non-law enforcement 
purposes is a crime.”   

4.5.  Limitations
4.5.1. The F-SAN is a mechanical, electronic device.  As such, it is subject to failure.  Data storage 

may be impacted by unexpected events outside the control of the DFL.  Therefore, original 
evidence is the best evidence and should be retained by the customer along with 
derivative evidence produced on external media for courtroom purposes.    


